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(TS/SU/NF) FAA702 Operations

Two Types of Collection

Upstream

+ Collection of communications on fiber cables
and infrastructure as data flows past.
(FAIRVIEW STORMBREW, BLARNEY OAKst)

Should

« Collection directly from the servers of these U.S. |/
Service Providers: Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube

Apple.

TOP SECRET/SI/ORCON//NOFORN




RENZ: FIRZEELIKEIXMRARSS25H CA IEH VAR
FREEEBRMAF A RAVEES

(—)  BENBIEALFII AR
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ULHEERE SN MEEHNRT T EENE =M E“ 20+
R ERMAE, Gt HERARFINE AR EFALHER
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B WRIGEEBRETH 2.2T CREHFNER, HHXER.
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REBRAEER*EIRE LT, BEEARE, tEEEL
32 B v R A Bk BRI T KA U, Bl R EE BT,

® MUSCULAR 3 H
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Fairview Z—MALETXl, W% T US-990, NSA R#EZITX| 5 =
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SREIN REETE,. BB A T ol gdE, AR AL B ENE
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XENABREEZERHATHETCEIENTHE: AT&T, SBC,
BellSouth (FLAAF =N AT&T), F7 Verizon, H#E&#HIER
EEE. EEMAF. REGA KL LICHE Janes Risen Bt
7, MAINWAY &4 /& 20 # 42 90 4 ThinThread i1 X &9 ¥ A2 i
NP REEN—N, BREARE R MAINVAY X1+ HRE T LFH
B EIE AR, 2R AN AKX AL EK,

® =# W& (Operation Triangulation) 4T3}

2023 6 A 1 H, FEHEXZRELNT — AR5 APT AR
HifdE, MALIAT —REFAKEER 10S k&0 @R BT,
ZATE W 4% K = AME (Operation Triangulation) 731, MK
KHEFI T FER 10S &+ iMessage R &89 Oday R K& E
7 10S W& # root IR, HFHHERBENRE, Z/FHEL CC R
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RAEFEHEWR L L, = AN E (Operation Triangulation)
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e &R, FlB, EFFEXE S S HE, Apache £ 4 2 HF KHEEX
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AW, In-Q-Tel & NSA 35| & AT b 4T A% & oK 28 2 Ak 1k e 7 R B o
B R AR, 778 NSA T R B R & A P4 3K & .

A, REFEFER —MHeRERNE, NXEEREE4FTET
MEA T RBEROGRE RS, X B wF R TRAERE =214
Fok ENIRIF AR R L R I ] R

— T E ZHIEFE 5t 2 Heartbleed (“/0 7 M ” ) Ja i, X & IR
Hf OpenSSL % 2014 4 4 A BL#—MRHE, HIAEHTAFER
a4, AFEALETGEEIFNEENENRS H. EZEME
(Bloomberg) MR, F& A REFEMLHATALEN, XEERZ
4 ) NSA B B 78 4 B0 5t 5 40 Heartbleed IR £, H—HFE#
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OpenSSL # Wy JgE, LR Z N N1Z A3 Gmail fo I L@ ey % iR
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NFEHEIER, —REZEBLHET G FENRERR, UL hE
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A0 T R P 28 AU AR AR AL o = 3 (B3 3 Ak AR vk AL A K
KM, R H PR B FoR =AU Fr e A, 7 I 25 4T 580 B i 5L 4
TG HAT BB A T I, X W S T 3R 4t TR R B AT B R T
DEFHEMEZ BNk FmFlg. —2FERLHE B A FKHw
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PLsR L7 M4 = F e L5 A0 £ %

XETHFRETAENESN, RENREEHXES . &
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P 4 22 4 E PR AT A BN AR SR T, #fk W48 2 2 7 s F R B A 2 3Ae
xE, EER LEFEENELL~ &R % 2022 4 CHIPS %
RANIST FFENEZAHR. RAFEEETATEN TS A,

EHEH, XELERXARAH “TEER", BEXERERAML
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VBB B NSA “F 47 it X (BULLRUND, HEOE NSA RE#5 AR 2 %
RIS, &3 HITPS, VoIP fu & &4 Z (SSL) %, NSA #
EEFET, NSABFF 25 L ETERGPMESAFENEIT, B
HA R R WA B ER AT AP RS AEF R EIR. NSA
P 12 AR m 55 TUE 3 O “ 3 B RFF T PR AR 37 18] A R Y 45 )
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(2) BEIRIN A RIS E S0
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FWEHERE . BREFHEA ., FRATLARES. & &L E ]
HAEIE, REEMFEH, URBIHRN, BLBEHEHEZ
BT B 5 3R X AR B 77 R AR B H 5 A B R Wk N R, SR
I EA LS CBRED,

2013 4 12 A, B&EAL TS0 (FEENSA 5= 27 BB E &
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R AR AR H LA EER AT LT ERFERE, B4 2013
£12 A, CRAS ) s8R A — S E S FNF R %34T
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AREEERZAR. BLe4H. BRAKG R, EXERLEAL
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RET EEWRF. EFEAEMEAT, BT L 7% B K
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(CNAD, AR T 2B LA E . FAHANY ., FRAR. &
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